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H[WHUQDO GLVWXUEDQFHV LV GLVFXVVHG 7KH DXWRFDWDO\WLF UHDFWRU QHWZRUN SURGXFLQJ D UREXVW KRVW VSHFLHV LV DWWDFNHG E\ DQ
XQPHDVXUHGXQVXVWDLQHGGLVWXUEDQFHRIDQRQUREXVWLQYDGLQJVSHFLHV7KHLQYDGLQJVSHFLHVDGYHUVHO\DIIHFWVKRVWVSHFLHVDQG
PDQLIHVWV GLIIHUHQW EHKDYLRXUDO UHVSRQVHV GHSHQGLQJ RQ LWV PDJQLWXGH DQG ORFDWLRQ RI LQMHFWLRQ 7KH DJHQW IUDPHZRUN LV
HPSOR\HG WR GHWHFW DQG FRXQWHUDFW WKH LQYDVLRQ 7KH DJHQW DUFKLWHFWXUH FRQVLVWV RI WKH SK\VLFDO OD\HU DQGPXOWLSOH LQYDVLRQ
GHWHFWLRQDQGORFDORSHUDWRUDJHQWV%DVHGRQWKHRSHUDWLRQVWDWHRIWKHSURFHVVWKHGHWHFWLRQDJHQWUDLVHDYDULHW\RIIODJVIRU
H[DPSOHÄQRUPDORSHUDWLRQெÄVHYHUHLQYDVLRQெHWFZKHUHDVWKHRSHUDWRUDJHQWVWDNHFRQWURODFWLRQVEDVHGRQWKHIODJVUDLVHGE\
WKH GHWHFWLRQ DJHQW 7KH DJHQW NQRZOHGJH LQ WKH IRUP RI UXOHEDVHG KHXULVWLFV GHVLJQHG EDVHG RQ SURFHVV NQRZOHGJH JDLQHG







:KHQ QRQOLQHDU UHDFWLRQ PHFKDQLVPV DUH FDUULHG RXW LQ GLVWULEXWHG HQYLURQPHQWV WKH\ JLYH ULVH WR FRPSOLFDWHG EHKDYLRUDO
UHVSRQVHV >@>@ ,Q DGGLWLRQ WR FRPSOH[ EHKDYLRUV WKH\ DUH GLIILFXOW WRPRQLWRU DQG FRQWURO EHFDXVH RI WKH ODUJH QXPEHU RI










H[WHUQDO GLVWXUEDQFHV 7KH H[WHUQDO GLVWXUEDQFH LV LQ WKH IRUP RI D WHPSRUDU\ GLVWXUEDQFH RI DQRWKHU DXWRFDWDO\WLF VSHFLHV RU
LQYDGLQJVSHFLHVWKDWDIIHFWVWKHSURGXFWLRQUDWHRIKRVWVSHFLHVE\FRPSHWLQJIRUDFRPPRQUHVRXUFH&KDLYRUDSRMHWDO >@
>@ VXJJHVW D VLPSOH IHHGEDFNFRQWUROGHVLJQ WKDWXVHV D FRPELQDWLRQRI FRQWUROOHUV WR HOLPLQDWH WKHLQYDGLQJ VSHFLHV LQD
VLQJOH &675 7KHLU ZRUN DVVXPHV WKDW WKH LQYDGLQJ VSHFLHV FRQFHQWUDWLRQ LQ WKH UHDFWRU LV D PHDVXUDEOH TXDQWLW\ ,Q D UHDO
QHWZRUN GHWHFWLRQ DQG FRQWURO RI LQYDGLQJ VSHFLHV SRVHV D FRPSOH[SUREOHP'HWHFWLRQ LV FKDOOHQJLQJ EHFDXVH WKH LPSXULW\
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DKHXULVWLFNQRZOHGJHEDVHLVGHYHORSHGIRU WKHGHWHFWLRQDQGFRQWURODJHQWVEDVHGRQSURFHVVNQRZOHGJH,QVHFWLRQ  WKH
SDUDPHWHUV FULWLFDO WR DJHQWEHKDYLRUDUHRSWLPL]HGWKURXJK WUDLQLQJ DQGYDOLGDWLRQ SKDVHV WR DOORZ IRU DSUHOLPLQDU\ OHYHORI
OHDUQLQJHYROXWLRQ

2. Autocatalytic Network 
,QRUGHU WR HPXODWH DSDWFK\GLVWULEXWHGQRQXQLIRUPGRPDLQ DKHWHURJHQHRXVJULGQHWZRUNRI LQWHUFRQQHFWHG&675V LV
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3. Agent Based Framework 
)LJXUH  VKRZVDSLFWRULDOUHSUHVHQWDWLRQRI DJHQW IUDPHZRUNGHVLJQHG WR VDIHJXDUG WKHDXWRFDWDO\WLFQHWZRUNDJDLQVW H[WHUQDO
GLVWXUEDQFHV 7KH DUFKLWHFWXUH FRQVLVWV RI D SK\VLFDO OD\HU UHDO RU VLPXODWHG LQYDVLRQ GHWHFWLRQ DJHQWV DQG ORFDO RSHUDWRU
DJHQWV(DFKUHDFWRULQWKHQHWZRUNLVDVVLJQHGRQHGHWHFWLRQDQGFRQWURODJHQW7KH LQYDVLRQGHWHFWLRQDJHQWFROOHFWVVWDWHDQG
LQSXW LQIRUPDWLRQ IURP D UHDFWRU DQGHYDOXDWHV LWV FXUUHQW RSHUDWLRQ VWDWH ,W UDLVHV D YDULHW\ RI IODJVZKLFK GHVFULEH QRUPDO
Figure 1. Autocatalytic reactor network with 
larger inner core and smaller outer reactors
Figure 2. Agent architecture overlooking an 
autocatalytic reactor network





H[WHUQDO FRPSRQHQWV &RQWURO UHVSRQVLELOLWLHV DUH DVVLJQHG WR WKHP E\ GHWHFWLRQ DJHQWV RU UHTXHVWHG E\ RWKHU ORFDO RSHUDWRU
DJHQWV













,Q WKLVZRUN WKH IRFXV LV RQ GHVLJQLQJ DJHQW NQRZOHGJH DQG LPSOHPHQWDWLRQ RQ WKH SK\VLFDO V\VWHP 7KLV LV FDUULHG RXW DV
IROORZV$WHDFKWLPHLQVWDQWWKHSURFHVVVLPXODWRUUXQQLQJLQFRQWLQXRXVPRGHSURYLGHVWKHVWDWHDQGLQSXWLQIRUPDWLRQWRWKH




4.1. Detection Agent Strategy  
7KHVWUDWHJLHVIRU WKHGHWHFWLRQDJHQWVDUHGHYHORSHGE\FDUU\LQJRXWULJRURXVRSHQORRSG\QDPLFVLPXODWLRQV LQWKHSUHVHQFH
DQG DEVHQFH RI LQYDVLRQ FRQGLWLRQV ,W LV DVVXPHG WKDW WKH LQYDGLQJ VSHFLHV FDQQRW GLUHFWO\ EH GHWHFWHG VLQFH LW LV DQ
LPPHDVXUDEOHTXDQWLW\ ,W LV LGHQWLILHGEDVHGRQFKDQJHV LQ UHVRXUFHDQGVSHFLHV FRQFHQWUDWLRQVZKLFK VXJJHVWV LI LQYDVLRQLV
SUHVHQWRUDEVHQWLQWKHV\VWHP,QWKHDEVHQFHRILQYDVLRQWKH¨3¨5YDOXHVDUHQHJDWLYHEHFDXVHWKHVSHFLHVDOZD\VJURZV¨3
 SRVLWLYHDWWKHH[SHQVHRIUHVRXUFHFRQFHQWUDWLRQV¨5 QHJDWLYH2QWKHRWKHUKDQGLQWKHSUHVHQFHRILQYDVLRQLVSRVLWLYH
VLQFH WKH LQYDGLQJ VSHFLHV OHDGV WR WKH GHDWK RI KRVW VSHFLHV ¨3   QHJDWLYH DQG UHVRXUFHV ¨5   QHJDWLYH $ VLPSOH





RI ¨3¨5 ,QYDVLRQ ZDWFKHV DUH OHVV VHYHUH IODJV FRPSDUHG WR LQYDVLRQ ZDUQLQJV &RXQWHUV DVVRFLDWHG ZLWK WKHVH IODJV DUH
LQFUHPHQWHGDWHDFKWLPHVWHS0XOWLSOHLQYDVLRQZDUQLQJVJLYHULVHWRD FRQILUPHGLQYDVLRQIODJ7KHQXPEHURIZDUQLQJVIRU
FRQILUPLQJDQ LQYDVLRQ VWDWH LV D FULWLFDOSDUDPHWHU IRU DVVHVVLQJ WKHSHUIRUPDQFHRI WKHGHWHFWLRQDJHQW$ FRQILUPHG VHYHUH
LQYDVLRQIODJLVUDLVHGZKHQWKHUHVRXUFHDQGVSHFLHVFRQFHQWUDWLRQGURSGUDVWLFDOO\EHORZ[RIWKHLUFXUUHQWYDOXHV7KHRWKHU
RSHUDWLRQVWDWHVWDJJHGDUHWKHH[WLQFWLRQVWDWH5Æ3ÆVWHDG\VWDWH5!5V3!3VZKHUH5V3VGHQRWHWKHQRUPDO
RSHUDWLRQ VWHDG\ VWDWH YDOXH DQG LQYDVLRQ VWHDG\ VWDWH 5Æ 3Æ ,Q DGGLWLRQ WR WKHVH IODJV DOHUWV DUH UDLVHG LQ UHDFWRUV
QHLJKERULQJWRWKHLQYDGHGUHDFWRU7KHVHDOHUWVOHDGWRIDVWHUGHWHFWLRQRILQYDGLQJVSHFLHV
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6LQFHWKHLQYDGLQJVSHFLHVLVDQLPPHDVXUDEOHTXDQWLW\WKHFRQWUROPHFKDQLVPLVIRUPXODWHGEDVHGRQWKHUHVRXUFHOHYHOVLQD 
UHDFWRU
ܣ ൌ ሾͲǡ ݇஺ሺܴ௦ െ ܴሻሿ
:KHUHN$LVWKHFRQWUROOHUJDLQ5LVWKHUHVRXUFHFRQFHQWUDWLRQ5VLVDVWDWHZLWKDEXQGDQWUHVRXUFHEXWORZSURGXFWLYLW\RIWKH
KRVWVSHFLHV7KHFRQWURODFWLRQLVWHUPLQDWHGZLWKPHFKDQLVPV±D5FURVVHV5VZKLFKGHQRWHVH[WLQFWLRQVWDWH(TXDWLRQ
EGHWHFWLRQDJHQWRI WKH UHDFWRUGHWHFWV 
QRUPDO IODJV
 UHIHU WDEOHRYHU FRQVHFXWLYHWLPH VWHSV6WUDWHJ\ D LVPRUHOLNHD
VDIHW\PHFKDQLVPZKLFK LV LQLWLDWHGZKHQ WHUPLQDWLRQPHFKDQLVP E IDLOV1RWH WKDW WKH RULJLQDO VWHDG\ VWDWH RI WKH V\VWHP
FDQQRWEHUHVWRUHGE\WKLVFRQWUROOHUDQGWKDWWKHIORZFRQWUROOHUQHHGVWREHUHVWDUWHGWRUHDFKLW

$JHQW 6WUDWHJ\8QGHU LQYDVLRQ FRQGLWLRQV GLIIHUHQW VHTXHQFH RI FRQWURO DFWLRQV DUH ILUHG DV WKH FRQILUPHG LQYDVLRQ IODJ RU




WR WKHQHLJKERUV WKURXJKLQWHUFRQQHFWLRQV,QFDVHRIQRQLQYDVLRQGLVWXUEDQFHV WKHIORZFRQWUROOHULVVXIILFLHQW WRUHVWRUH WKH
V\VWHPWRLWVRULJLQDOVWDWHVLQFHWKHV\VWHPUHPDLQVZLWKLQWKHQRUPDORSHUDWLRQWKUHVKROG7KURXJKFDVHVWXGLHVLWZDVVHHQWKDW
WKHDJHQWVWUDWHJ\PHQWLRQHGVXFFHVVIXOO\GHWHFWVDQGFRQWUROVGLIIHUHQWVWUHQJWKVRILQYDVLRQGLVWXUEDQFHVVHH7DEOH,WZDV
REVHUYHG WKDW WKH DJHQW VWUDWHJ\ XQGHVLUDEO\ UDLVHV IDOVH LQYDVLRQ DODUPV ZKHQ WKH V\VWHP LV LQIHFWHG E\ QRQLQYDVLRQ
GLVWXUEDQFHV7KHVHDODUPVRFFXUEHFDXVH WKHVHGLVWXUEDQFHVWHPSRUDULO\ FDXVH LQYDVLRQ W\SH VLJQDWXUHV7KHVHDODUPVFDQEH
PLQLPL]HGWRVRPHH[WHQWE\DSSURSULDWHVHOHFWLRQRISDUDPHWHUVLQDJHQWVWUDWHJ\GHVLJQDGGUHVVHGLQVHFWLRQ 

5. Agent Strategy Evolution 

7KH DJHQW VWUDWHJLHV GHSHQG RQ VHYHUDO SDUDPHWHUVZKLFK DIIHFW WKHLU EHKDYLRUV ,Q WKLV SDSHUZH SURSRVH DPHWKRGRORJ\ WR
RSWLPL]H WKH SDUDPHWHUV FULWLFDO WR DJHQW GHVLJQ ,QLWLDOO\ WKH YDOXHV RI SDUDPHWHUV DUH VHOHFWHG DUELWUDULO\ 7KH HYROXWLRQ  RI
RSWLPDOSDUDPHWHUVRFFXUVLQWZRVWDJHVWUDLQLQJSKDVHDQGYDOLGDWLRQSKDVHZKLFKDUHH[SODLQHGEHORZ














DQWLELRWLF FRQWUROOHU DQG IORZ FRQWUROOHU DUH VRPH RI WKH SDUDPHWHUV WKDW DIIHFW WKH EHKDYLRUDO UHVSRQVHV RI WKH GHWHFWLRQ DQG
FRQWURODJHQWV7KHVHOHFWLRQRI WKHVHSDUDPHWHUV LQIOXHQFHRXWSXWFKDUDFWHULVWLFVVXFKDVWLPHRIGHWHFWLRQRI LQYDGLQJVSHFLHV
DQG VSUHDGLQJ RI WKH LQIHFWLRQ LQ WKH QHWZRUN ,Q WKLV SDSHU  SDUDPHWHUV ࣅ DQG ࣅ ZKLFK GHWHUPLQH WKH HIILFDF\ RI WKH
GHWHFWLRQDOJRULWKPDUHRSWLPL]HG7KHGHWHFWLRQRIFRQILUPHGLQYDVLRQ&,RUVHYHUHLQYDVLRQ6,IODJVLVVHQVLWLYHWRVHOHFWLRQ
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Table 1. Kinetic strengths of host and invading species Table 2. Flags raised by the detection agent
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ZKHUHDVD&,LVREVHUYHGZLWKSDUDPHWHUVHWࣅࣅ 6HFWLRQDQGGHVFULEHWKHWUDLQLQJDQGYDOLGDWLRQSKDVHV
DSSOLHGWRWKHDXWRFDWDO\WLFQHWZRUN
5.1. Training phase 




















YDOXHVRIࣅ OHDGWRIDOVHDODUPV7DEOHVXJJHVWVWKDW LQWHUPHGLDWHYDOXHVRIࣅDQGࣅ OHDGWRDFFXUDWHGHWHFWLRQZKLFKDOVR
PLQLPL]HVIDOVHDODUPV
5.2. Validation phase 




$Q LQYDGLQJ VSHFLHV LV FRUUHFWO\ GHWHFWHG LI WKH GHWHFWLRQ DOJRULWKP DSSURSULDWHO\ UDLVHV D FRQILUPHG LQYDVLRQ RU FRQILUPHG
VHYHUH LQYDVLRQ IODJ$ QRQLQYDVLRQ GLVWXUEDQFH LV WUHDWHG DV D FRUUHFW GHWHFWLRQ LI QR LQYDVLRQ DODUPV DUH UDLVHG 7KH WRWDO
QXPEHURIFRUUHFWGHWHFWLRQVLVDVXPRIERWKRIWKHDERYH)DOVHDODUPVDUHHQFRXQWHUHGZKHQQRQLQYDVLRQGLVWXUEDQFHVJLYH




ZRXOG EHPXFK EHWWHU LI WKH GHWHFWLRQZHUHPDGH3URGXFWLYLW\ LV WKH UDWLR RI SURGXFW VSHFLHV FRQFHQWUDWLRQ HYDOXDWHGXQGHU
GLVWXUEDQFHFRQGLWLRQVWRWKHSURGXFWVSHFLHVFRQFHQWUDWLRQLIWKHGLVWXUEDQFHZHUHDEVHQW

/RQJ WHUP SHUIRUPDQFH RI WKH V\VWHP LV TXDQWLILHG DV IROORZV 7KH GHWHFWLRQ REWDLQHG IURP HDFK GLVWXUEDQFH VFHQDULR LV
LGHQWLILHGDVDFRUUHFWGHWHFWLRQRUPLVVHGDODUPRUIDOVHDODUPDVGHVFULEHGDERYH7KHUHVXOWVRIWKHDQDO\VLVDUHFRQWLQXRXVO\
VWRUHGLQDGDWDEDVH&RXQWHUVDVVRFLDWHGZLWKHDFKRIWKHPHDVXUHVDUHLQFUHPHQWHG$WWKHHQGRIWKHVLPXODWLRQFRQVROLGDWHG







GLVWXUEDQFHV DUH FRUUHFWO\GHWHFWHG0LVVHGDODUPVDSSHDUEHFDXVH VRPHPRGHUDWH LQYDVLRQGLVWXUEDQFHVJRXQGHWHFWHGZKLOH
IDOVHDODUPVDSSHDUEHFDXVHQRQLQYDVLRQFDVHVJHWIDOVHO\GHWHFWHG7KHDYHUDJHSURGXFWLYLW\RIVSHFLHVLQWKHSUHVHQFHRIVWURQJ
LQYDVLRQGLVWXUEDQFHVRUFRPELQDWLRQVRIVWURQJLQYDVLRQGLVWXUEDQFHVDQGQRQLQYDVLRQGLVWXUEDQFHVZDVFDOFXODWHGDV
7KHDYHUDJHSURGXFWLYLW\ LQ WKHSUHVHQFHRIPRGHUDWH LQYDVLRQGLVWXUEDQFHVRUQRQLQYDVLRQGLVWXUEDQFHVLVKLJKFRPSDUHGWR
SURGXFWLYLW\LQFDVHVWURQJLQYDVLRQGLVWXUEDQFHV
















LQ WKH DJHQWV LV LQ WKH IRUP RI UXOHEDVHG KHXULVWLFV GHVLJQHGEDVHG RQ SURFHVV NQRZOHGJH 7KH DJHQW VWUDWHJLHV FRQVLVW RI D
QXPEHURISDUDPHWHUVZKLFKGHWHUPLQHWKHLUEHKDYLRUV$PHWKRGRORJ\LVSURSRVHGZKHUHWKHSDUDPHWHUVFULWLFDOWRDJHQWGHVLJQ

















































Table 3. Parameter ranges obtained by 
training under invasion disturbances
Table 4. Performance of the system in the presence 
of invasion and non-invasion disturbances
